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Malware is malicious software usually used by cybercriminals to cause significant damage to their victims. The damage caused by malware may result in disruptions of the normal operations of a computer network by corrupting or stealing the information stored in them. Malware can bypass system security access controls. Malware includes trojan, ransomware, keyloggers, worms and rootkits among others. This paper discusses Stuxnet, a computer worm designed particularly to infect Siemens SIMATIC WinCC and S7 PLC products. The worm infects either the installed systems or part of the operating systems by taking advantage of the vulnerabilities of the Windows operating systems (Langner, 2011). 
The worm was particularly designed to sabotage industrial processes controlled by the SIMATIC WinCC and S7 PLC systems. It is essential to note that the worm used both known and unknown strategies to attack and infect the already vulnerable operating systems. Cybersecurity experts have similarly noted that the worm was observably powerful enough to evade the high-end security technologies and procedures. As an extremely sophisticated computer worm, Stuxnet exploited the multiple previously unknown windows vulnerabilities to infect and spread on computers (McAfee, 2021). The Stuxnet worm was particularly designed to use the vulnerabilities in the Windows operating systems to consequently achieve administrator-level control. 
The Stuxnet worm was first discovered by Infosec in 2010, however, its development is said to have begun in 2005. Observably, based on comments by cybersecurity experts, the Stuxnet worm has an unapparelled ability to spread. However, despite this high widespread infection rate, the worm arguably does little or no harm at all to computer systems that are not associated with the specific models of Programmable Logic Controllers (PLCs). PLC s refers to the interaction of computers involved in the control of industrial machinery like uranium centrifuges. 
The Stuxnet worm infects and alters the operating systems of the PLCs consequently resulting in wrong control of the centrifuges. For instance, the worm altered the systems making the centrifuges spin quickly and for too long consequently damaging some of the essential components of the operating equipment in the process (Industrial Safety and Security Source, 2011). 
Hagerott (2014) argued that even after being infected, the worm was designed such that no anomaly would be detected from the control computer systems thus making it difficult to remedy the situation until its too late. It is widely presumed that Stuxnet was created by the government of the United States and the Israeli government. However, neither of the governments have accepted to have taken part in its formation. The particular purpose for the creation of the Stuxnet worm was to derail Iran’s development in nuclear weapons as the country was observably on the verge of creating more sophisticated nuclear weapons such as atomic bombs. The US administration believed that the race to nuclear supremacy could have resulted in a regional war between Iran and Israel, for this reason, the development of the Stuxnet worm was seen as a non-violent strategy to prevent the potential war. 
The Stuxnet worm was originally designed to attack a single nuclear facility in Iran located at Natanz, however, the facility wasn't connected to the internet meaning that the only way the virus could affect the facility was through USB drives sneaked in by intelligence officers. This intention wasn’t achieved and the worm ended becoming aggressive consequently infecting even computers outside the intended facility (Kushner, 2013). Cybersecurity researchers have discovered that the worm has infected multiple systems worldwide threatening to cause harm to many systems considered critical in the basic functioning. 
It is possible to authoritatively claim that even though the worm’s initial developers did not intend to have it spread outside the Iranian nuclear facility, they too did not consider the unintended consequence of the worm infecting systems beyond its initial target. 
Experts at a Security Technology Response group, Symantec have argued that "by far the most complex piece of code that we've looked at — in a completely different league from anything we’d ever seen before." For this reason, it has been difficult to develop efficient security controls against the worm. Based on the original code, the legacy of the worm still lives on. Various worms with similar characteristics as Stuxnet have since taken over. Duqu (2011) has been designed based on the Stuxnet code, according to cybersecurity experts. Flame (2012) another spyware has also been developed and is also transferred via USB sticks just like the Stuxnet worm (Farwell & Rohozinski, 2011). The flame has continued to target skype conversations, focusing particularly on educational, governmental and some specific private organizations particularly in Iran and other countries in the middle east region. 
Another malware, Triton (2017) was also designed to target the safety systems of a petrochemical plant consequently highlighting the maker’s intent to physically harm the workers at the facility. While ordinary computer users have no reason to worry about the worm or its derivatives, Stuxnet-associated malware attacks have continued to be a major threat to a range of critical industries including defence, power and electrical grids. For instance, 80% of power companies and 60% of power companies in Mexico and India have been victims respectively (Industrial Safety and Security Source, 2011). Duqu could be considered a new variant of the Stuxnet and has been reported in close to eight countries that are yet to contribute to the new age of cyber warfare. Similarly, there is a possibility of this new cyber threat affecting critical national infrastructures. 
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